
MyNetScope®

Computer network monitoring and security solution offer 

The  subject  of  this  offer  is  complex  solution  MyNetScope®

including  supported  technologies.  This  solution  can  be
personalized  according  to  specific  customer  needs  and
requirements.

Most  of  the  information is  being transferred  and available by
computer networks in these days. Computer networks usage to
transfer information is growing. Computer networks has became
the critical point, which is affected by many threats:

� Network can be temporary disabled by targeted attack
(i.e. DDoS attack) which can cause failure of particular
servers to provide services for clients or even paralyze
whole infrastructure.

� lost of credibility caused by sensitive information leaks
or  unauthorized  manipulation  with  sensitive
information

� remote control  of  particular network devices (i.e.  by
password  break  in  order  to  obtain  administrator
permissions),  which  can  cause  misuse  of  network
devices for illegal activities (i.e. phishing or botnet) or
systematic penetration and misuse of the network

� obtaining  the  unauthorized  access  to  information
available on computer network (i.e. by obtaining the
password  of  authorized  user  and acting  in network
under stolen identity – Social Engineering).

The  traditional  approach  to  computer  network  security
assurance  is  an  analysis  of  the  traffic  content,  so  called  L7
decoding,  also  known  as  Deep  Packet  Inspection  (DPI).
Unfortunately this  approach reaches its  limits  recently.  Packet
content  analysis  reaches the limits  of  performance complexity
and is not usable for encrypted network traffic whose volume
constantly increases. The alternative to this approach is so called
behavioral  analysis,  which  is  using  the  information  from
network layer 3 (NetFlow standard –  see information bellow)
and does process  packet content.

Computer  security  assurance  is  never-ending  process,  not  a
product.  This  itself  requires  well  organized CSIRT (Computer
Security  Incident  Response  Team),  which  utilizes  appropriate
tools  and  technical  resources.  The  size  of  the  security  team
always  relays  to  the  size  of  the  organization  and  its  main
business  domain.  Some of  the  security  team activities  can be
delegated  to  network  administrators,  however  administrators
cannot replace the security team. The main mission of security
teams (CSIRTs) is to prevent the security incidents, investigate
and  resolve  found  incidents  and  assure  the  security  of  IT
infrastructure as the whole.

MyNetScope® is a complex security solution based on network

traffic monitoring, generating and processing NetFlow statistics.
It offers technical infrastructure and organization methodology
for security teams (CSIRTs) of  middle and large organizations
and directly supports the increase security of the organization.

Goal of MyNetScope®

The main  MyNetScope® implementation  goal  are to increase
customer  ICT  infrastructure  security  while  optimizing
operational costs. This goal can be reached by:

� implementation  of  permanent  network  traffic
monitoring

� implementation  of  monitoring  of  network  devices
operational state 

� implementation of routine network traffic analysis and
evaluation

� implementation of security incidents and operational
problems  investigation tools

� Systematize listed implementations into one harmonic
complex  providing direct  measurable  benefit  to  the
customer.

MyNetScope® Features

MyNetScope® solution features are divided into sections below

• General Features of MyNetScope®
• Network Data Monitoring Based on NetFlow Data

Processing
• Centralized Storage for Network Traffic Statistics
• Central Evaluation of Network Traffic Statistics
• Network Traffic and Network Devices Monitoring
• Advanced Network Traffic Analysis

General Features of MyNetScope®

MyNetScope® solution  is  market  leading  Czech  technology
based  on  five  years research  in  computer  networks  security
domain. It is designed as modern, highly scalable solution with
respect  to  current  ICT  security  needs  and  further  trends.  It
provides excellent price to performance ratio and especially low
operational cost.  As a first  commercial  solution it  implements
Bidirectional  flows  standard  and  network-based  methods  for
attacks detection on network services without the necessity to
process  packet  content.  MyNetScope® solution,  compared  to
common  products,  grows  together  with  the  customer;   it  is
especially ready for:

AdvaICT, a.s.

Jundrovská 618/31
624 00  Brno
Phone: 00420 511 112 170

Web: www.advaict.com
E-mail: info@advaict.com



� Increase of monitored network points

� Increase of network load and network traffic volume

� Integration with additional  data sources to establish
additional security

� Integration into global CSIRT infrastructure

Network Data Monitoring Based on NetFlow Data
Processing

NetFlow  is  nowadays  the  most  widespread  commercial
standard for computer networks measurement and monitoring
based on IP flows. The flow in NetFlow terminology is specified
as sequence of packets with five corresponding characteristics:
source  and destination IP address, source and destination port,
protocol  number.  Also  time of  occurrence,  duration,  count  of
transferred  packets  and  bytes  and  additional  information
(connection flags and supplementary header fields) are recorded
for  every flow.  NetFlow statistics  based on  IP  traffic  provide
information such as, who communicated with whom, when the
communication occurred, how long, how often, what protocol
was used and how many data were transferred.

MyNetScope® solution  performs  analysis  of  every  packet
transferred in the computer network and according to these data
it generates NetFlow statistics. MyNetScope® supports the most
widespread  version  -  NetFlow  v9  as  well  as  due  backward
compatibility it  also supports  the  older  NetFlow v5. NetFlow
statistics  are  exported  to  the  data  collector  and/or  analytical
server,  where  they  are  stored,  ready  for  visualization  and
analysis  or  consequentially  directly  processed.  The  main
advantage  of   MyNetScope® solution  is  its  ability  to  collect
every packet  in  the real  time even  for  data lines with the 10
Gbit/s bandwidth. Data line monitoring is undetectable on layer
2 and layer 3 and in contrast to routers with NetFlow support it
cannot  be  the  target  of  attacks,  while  it  can  be  placed
everywhere in the network. Monitoring usually takes place on
input  and output  network  points,  critical  points or  data  lines
with the highest traffic volume. Connection to the data line can
be realized utilizing mirror port of router or switch or by direct
interconnection into data line by external or integrated Ethernet
TAP.

Technical specification of NetFlow data processing

� Highly  efficient  autonomous  solution  for  NetFlow
v5/v9 monitoring  

� 10/100/1000 up to 10Gbit/s Ethernet Support

� 1x  10Gbit/s  or  up  to  4x  10/100/1000  monitoring
interfaces

� Full data line speed processing without packet loss

� Non-invasive installation, connection through mirror
port(SPAN) or TAP

� IPv4, IPv6, VLAN1 a MPLS2 Support

� Undetectable  on L2 and L3.

� Maintenance-free compact 1U device

Customer benefits from NetFlow data processing 

� Complex network traffic monitoring in real time

� Provides primary data for additional applications:

� Network Traffic Analysis 

� Users and Services Monitoring 

� Charging and Billing, FUP3 control

� Internet Access Monitoring

� Network an Data Line Capacity Planning

� Peering4 and SLA control

� Electronic  Communication  Legislation
Compliance  including Additional  Relevant
Domains

� Undesirable Behavior Patterns Detection

� Anomaly Detection

� Security Incidents Investigation

Centralized Storage for Network Traffic Statistics

Collector  serves  as  central  storage  for  the  NetFlow  statistics
data. Collector is a detached server with large storage capacity
for long term storage utilizing RAID technology.  It  represents
professional solution designed for middle and large networks.
To  process  NetFlow  records  customer  can  choose  standard
Monitoring Center, Caligare Flow Inspector or another NetFlow
compatible  application.  Mentioned  applications  are  utilizing
different approaches to NetFlow data storage and also differs in
the user interface, which enables administrators and managers
transparently  and  effectively  visualize  processed  statistics.
Using  customizable  queries  it  is  possible  to  visualize
communication  corresponding  to  specified  characteristics,  for
example communication between specific devices, which were
utilizing  specified  service,  in  specified  time  window.  These
applications  can  also  visualize  additional  network  traffic
information relevant  security analysis and network monitoring.

Technical Specification for Central Storage

� Highly  efficient  collector  for  storage  of  NetFlow
statistics collected from any number of network points

� Available Capacity up to 50TB, HW RAID 1, 5, 6

� High Availability (including backup power supply)

1 Virtual  Local  Area  Network  –  logically  independent  network
within one or more devices

2 Multi Protocol Label Switching – Highly efficient mechanism for
switching of data between nodes in the network

3 Fair User Policy – avoiding the data link overloading by one user
at the expense of other users

4 Peering – mutual network connection of two subjects in order to
share data traffic 



� Maintenance-free 1U – 4U device

Customer Benefits Utilizing Central Storage

� Centralized database for long term storage of network
traffic statistics

� Provides platform for NetFlow statistics analysis and
supplemental processing

� Provides  supervision  platform  for  network  devices
availability and performance monitoring

Central Evaluation of Network Traffic Statistics

At the present, most organizations utilize IDS/IPS solution based
on  packet  content  analysis  to  protect  network  boundaries.
Increasing amount of encrypted traffic is creating major obstacle
for solution based on IDS/IPS. Long term statistics of network
attacks  show  that  almost  80%  of  successful  intrusions  are
originating  from  internal  network,  from  people  inside,  who
know local system environment.  It is a well known fact that the
social engineering is the most successful way to break security
barriers  (I.e.  obtain  the  access  passwords  from  authorized
persons).  Traditional  solutions,  which  do  not  cover  the
knowledge of local environment, are hardly able to detect these
types of attacks, often originating from inside network or VPN.
The solution is to build long-term behavior profiles of network
devices and to report  suspicious changes in behavior of these
devices. From our experience with numerous projects it is also
clear, that the main issue is not perimeter but internal security.

The  key  goal  of  all  security  systems  is  to  detect  undesirable
behavior  patterns (anomaly detection in general).  Undesirable
behavior patterns cover different users activities,  such as data
download  using  peer-to-peer  networks,  instant  messaging  or
other undesirable services. It also covers hacking activities such
as  dictionary  attacks  attempting  to  break  passwords  to  gain
unauthorized access to network devices,  port  scanning to find
vulnerabilities  etc.  Additional  behavior detection extent  is  the
consecution  of  timing,  as  security incident  (complex behavior
pattern)  usually  consists  of  series  of  partial  steps.(elementary
behavior pattern). 

As an example we can mention an attack attempting to break
SSH  server  password.  Such  attack  can  be  characterized  as
sequence  of  simple  unsuccessful  attempts  to  login.
Unfortunately it is not possible to define this characteristic as
common  rule  for  IDS  or  IPS  system,  because  simple  login
attempts are not security incidents, unless they repeat frequently
in time.

In response to these trends MyNetScope® implements module
for  undesirable  behavior  patterns  detection,  module  for
behavior profile computing and module for anomaly detection.
Competitive  advantage  represents  implementation  of
Bidirectional flows standard, an extension of standard NetFlow
statistics by flows classification, distinguishing between paired
(request,  reply)  and  unpaired  flows  (one  way  flow  without
answer). Thanks to this extension MyNetScope® provides more
detailed  and  accurate  information  compared  to  competitive
products. Bidirectional flows utilization provides possibility to
implement  numerous  applications  such  as  network  services
detection,  servers  and  clients  detection  or  similar  behavior
profiles matching. 

Technical Specification

� High  performance  autonomous  device  (Dual  CPU,
12GB RAM, SAS discs, HW RAID 1, redundant power
supply)

� NetFlow v5/v9 Support

� Bidirectional  Flows  standard  (RFC  5103)
Implementation

� Predefined Set of Undesirable Behavior patterns

� Predefined Set of Anomaly Detection Rules

� Prepared to further undesirable behavior patterns and
anomaly detection rules extension

� Maintenance-free 2U Device

Customer Benefits from Network Traffic Statistics Evaluation

� Improved  network  security  detecting  attacks
originating from inside or outside

� Detection of dictionary attacks on SSH service (remote
access to servers)

� Computation  of  long-term  behavior  profiles  for  all
network devices

� Undesirable Behavior Patterns Detection

� Detection  of  Hidden/Undesirable  Services  in  the
Network

� Anomaly Detection Module

� Classification of Security Incidents According to their
Severity

� Long Term Security Incidents History

Readiness  for  Extension  and  Personalization  for  Customer
Environment

� Set of Adapters (Syslog, SQL database, LDAP, HTML,
XML) for Heterogeneous Data Sources Access

� Module for Correlation of Heterogeneous Events from
Supplemental Data Sources with Network Events

Network Traffic and Network Devices Monitoring

Integral  part  of  MyNetScope® is  Monitoring  Center,  which
represents  professional  tool  for  efficient  NetFlow  statistics
analysis.  It  provides  highly  optimized algorithm to  store  and
further process huge amount of statistic data . NetFlow statistics
are intuitively visualized in user-friendly graphs and tables for a
chosen time window. Monitoring Center also offers advanced
filtering over  collected data,  which can be used to  search for
specific communications or events efficiently. NetFlow data are
stored in format defined by NfDump application. This assures
compatibility with many other applications for NetFlow analysis
and  allows  customer  to  combine  these  applications  with
minimum effort. Naturally Monitoring Center allows to define
automatic  notifications,  whenever  any  undesirable  situation
occurs.



Monitoring Center also provides automatic supervisory  system
for network devices monitoring based on SNMP protocol. Using
periodic  queries   the  system  checks  for  the  availability  of
specified  services  and  servers  and  in  case  of  some  issues  it
automatically notifies responsible persons (by e-mail, SMS, ...) or
execute predefined action. Whole system is easily extensible and
allows to monitor big number of different device types.

The  integral  part  of  the  Monitoring  center  is  plug-in  for
periodical  reporting  according  to  specified  rules.  Reports  are
generated in PDF format.

Technical specification

� Application Available through Web Browser

� Monitoring Center Based on SMMP Monitoring

� Pre-installed on the Collector 

Customer  Benefits  from  Network  Traffic  and  Network
Devices Monitoring

� Real-time Network Traffic Overview

� Monitoring of Operational Status of Network Devices

� Periodical Detailed and Summary reports

� Obtains well Arranged Network Traffic Statements

� Analysis  of  Long-term  Statistics  with  Distinction  to
Simple Computers, Applications and Conversations

� Detailed Users and Services Monitoring

� Peering and SLA Monitoring

� Charging and Billing Based on Transferred Data

Advanced Network Traffic Analysis

For  advanced  analysis  of  NetFlow  statistics   MyNetScope®

provides  NFVis  module,  which  provides   visualization   of
network  traffic  in  graphs,  where  nodes  represent  network
devices identified by IP address and oriented edges represent
data  transferred  between  these  devices.   This  type  of
visualization naturally corresponds  with intuitive imagination
of network topology and network communication.

NFVis  is  designed  for  network  administrators  and  advanced
users,  enabling  them  quick  behavior  analysis  of  selected
network devices thus eliminating manual operations such as IP
address  translations  to  domain  names  or  port  numbers
translation to network services, etc. This allows users to focus on
network traffic analysis. NFVis offers variable levels of  details
in  the  visualization  with  options  ranging  from  aggregated
communication between network devices to individual flows. 

There  also  is  user  definable  personalization  of  views at  your
disposal, where preferred size and shape for important network
devices (e. g. servers or routers) can be set.

Technical Specification

� Multi-platform Application (Windows/Linux/MAC OS).

� NetFlow v5/v9 Support.

� Automatic DNS Integration

� Filtering through any NetFlow Attributes

� Port  number  translations  to  name  of  corresponding
services. Supplemental information about services and
known threats.

● Integrated tools for network diagnostics (ping, tracert,
nmap)  and  additional  information  (WHOIS)  –
availability is platform-dependent.

Customer Benefits from Advanced Network Traffic Analysis

● Powerful Security Incidents Analysis

● Quick and Accurate Solution for Network Issues

● Detailed  Behavioral  Analysis  of  Selected  Network
Device

● Overview of Complex Network Condition

Administrative-Organizational Background for Security
Team

The organizational center of security (CSRIT) teams is so called
OTRS  (Open  Trouble  Ticket  System)  providing  evidence  of
incidents/tasks  and  documentation  of  the  process  leading  to
their solution. It also provides the interface for methodologies
and work procedures documentation.

MyNetScope® solution  provides  universal  environment  for
cooperation  focusing  on  security  teams  in  middle  and  large
organizations. Offered solution contains management of security
know-how,  evidence  of  security  incidents  and  tasks  and  an
overview of their current status. Naturally there is a possibility
to  define  individual  areas  of  interest,  level  of  severity,
responsibility and complex work-flow consisting of  tasks  and
incidents.



Technical Specification

● Application Available through Web Browser.

● Pre-installed  on  the  Server  Dedicated  for  Central
NetFlow Statistic Assessment.

● Texts Stored in Standardized Dokuwiki Format.

● Changes Notified by RSS.

● Trouble  Ticket  System  Including  Automatic  e-mail
Notification of Changes.

Customer  Benefits  from  Administrative-Organizational
Platform for Security Team

● Centralization  of  Security  Know-how  in  the
Organization

● Evidence of Security Incidents/Tasks

● Overview of Security Incident/Tasks Solving Process

● Intelligent  support  for  methodologies  and  best
practices  in  environment  with  multiple  levels  of
information trustworthiness

Readiness for Implementation in Customer Environment

● Methodologies and Best Practices for Security Teams –
CSIRTs

● Operational  Measures  for  Security  Teams  of  CSIRT
Type

● Prequisite  for  Organization's  Official  Security  Team
Certification

Solution Price

MyNetScope® solution is available from 29,000 Euro. This price
includes  implementation  for  the  customer  in  the  scope  of  32
man-hours. It also includes users training in the scope of 8 man-
hours.  The  price  of  solution  also  depends  on  the  count  of
monitored points in the network, on the capacity of collector and
additional  applications  requested.  The  final  price  is  always
subject  of  a  quote  created  with  respect  to  network  topology
analysis and customer requirements.

Solution Personalization

MyNetScope® solution can be,  in contrast to  common 'out-of
-box'  solutions,  personalized  to  suit  to  individual  customer
needs.  Personalization  typically  includes  the  integration  and
correlation of network events with additional customer systems
and  data  sources.   The  price  of  the  personalization  is  95
Euro/hour.

Security Implementation

MyNetScope® solution is  prepared for  the  implementation of
security  consisting  of  organizational  measures  and
methodologies of CSIRT based on the official methodology for
certified  CSIRT.  In  different  words  it  is  integration  of
technologies delivered with CSIRT methods and experiences in
order  to  create  service  system  providing  direct  measurable

benefits  to  the  customer.  During  the  implementation  of  the
security system, system for coordination and administration of
security measures and cooperation during incidents resolution is
also implemented. This system initially  includes recommended
work  procedures  and  methodologies  for  security  incidents
resolution.  Reference  price  for  the  implementation  of
organizational measures and methodologies for CSIRT starts at
29,000 Euro. Expected range of the implementation is 100 man-
hours plus 40 man-hours for users training. The price for extra
implementation  beyond  the   organizational  precautions  and
methodologies for CSIRT is 95 Euro/hour.

Technical Support and SW Updates

MyNetScope® solution  is  typically  provided  with  technical
support  (including security  consulting) and software  updates.
The price of technical support and software updates is 19% from
price of the product,  part of deployed solution.

Technical Support Includes

● Telephonic and E-mail Support 8x5

● Remote Assistance and Products Configuration

● Consultancy in Scope of 4 Hours per Month

SW Updates Include

● Updates of all Software Products

● Official Updates of Firmware

Summary

MyNetScope®  solution  is  designed  to  cover  all  the  security
needs of middle and large organizations for minimal costs.

By  the technical  and operational  point  of  view it  is  the most
maintenance-free and compact solution. By users point of view
MyNetScope® solution  provides  multi-platform  solution
available through web browser or build on Java technology (tool
for advanced analysis and visualization of NetFlow data). 

The solution includes implementation on customer side in scope
required for assurance of immediate and maximum usability of
its  advantages.  The  also  includes  users  training  in  scope
required for mastering the operation of the system.

AdvaICT, a. s. as the provider of this solution owns appropriate
know-how for methodologies and best-practices deployment for
CSIRT and it is also ready to provide security implementation.

Within the scope of MyNetScope® implementation it is possible
to  order  standard  technical  support  including  software  and
firmware updates.


