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Network Security Monitoring (NSM) is an automated process of collection, analysis 
and evaluation of traffic on the data network, which aims to detect unwanted states, 
situations and security incidents.

MyNetScope® MSN Solution is a top Czech technology that covers all stages of 
data network security surveillance. By implementing the MyNetScope® solution, 
customers increase the security of their data networks, reduce operational costs of 
IT infrastructure and its operation and obtain permanent control over the quality of 
service from their suppliers.

MyNetScope® NSM Solution gathers important operational information on network 
devices, applications and services on one universal platform, regardless of existing 
customer‘s technologies and environment. This independence is achieved by 
technology for monitoring data flows defined by NetFlow industry standard, which is 
applicable in any network.

Competitive advantage of MyNetScope® NSM Solution is an excellent price/
performance rate, technology of operational data collection, detailed and accurate 
information about the network, openness and extensibility, the possibility of efficient 
adding of methods for detection of security incidents and also links to specific data 
sources in the organization. These features of MyNetScope® NSM Solution protect 
existing and future ICT investment of the client.

MyNetScope® NSM Solution supports networks of all sizes (from 10Mbps to 10Gbps) 
and is ready for increasing network load and number of monitoring points. Monitoring 
is completely transparent from the viewpoint of the monitored network (i.e. invisible 
for the users of the network).
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Did you know that early detection 
of anomaly or an attack can 
prevent the costs associated with 
remedying the damage and protect 
the reputation of organization? 
By implementing a permanent 
network traffic surveillance system 
you will effectively prevent problems.

ANOMALY DETECTION 
AND PREVENTION

Did you know that discovering 
latency of network and network 
services takes dozens of hours 
of unnecessary work? Through 
network traffic analysis the cause 
can be determined quickly and 
reliably.

SOLVING OPERATIONAL 
PROBLEMS

Did you know that employees 
spend up 20% of their working time 
by entertainment? Deployment 
of monitoring and analysis 
of network traffic can reveal the 
use of unwanted services, such 
as P2P networks, online games 
or instant messaging, just as it is 
possible to detect abnormal data 
transmissions.

NETWORK UTILIZATION 
BY EMPLOYEES
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MyNetScope® NSM Solution includes the network monitoring from security and 
operational point of view, long term storage of statistics about the network traffic, 
central processing of statistics, tools to analyze the behavior of network and network 
devices; tools for monitoring the operational infrastructure and administrative-
organizational environment for the documentation and resolution of incidents, for 
documentation of infrastructure and for support of effective work of IT team.

A typical implementation of the MyNetScope® NSM Solution requires the customer 
top management to give the supplier the mandate to perform pre-implementation 
analysis or audit of the network. Based on the findings presented by the supplier, 
relevant departments are requested to act as an opponent of the results and to 
approve the plan for implementation of the solution or the plan for adjusting existing 
relationships with suppliers of IT infrastructure. Agreed with the customer, a project 
manager is designated, who will be responsible for the delivery of the solution. In 
the final phase of the project the customer nominates a team, which ensures the 
operation of the solution and the contractor carries out the training.

Main features
  Monitoring of data flows in computer network

  Central storage of network traffic statistics

  Manual analysis of traffic statistics

  Advanced reporting of network traffic statistics

  Surveillance on the IT infrastructure operational state

  Behavior analysis and anomaly detection

  Environment for collaboration and documentation

  Extended support and supplementary services

Main benefits
  Complex solution covering all phases of network security surveillance

 Obtaining a detailed overview of network traffic structure and top users

 Evaluation of compliance with safety guidelines and regulations

 Detection of internal and external attacks

 Monitoring of quality of service

 Detection of infected network devices, elimination of unwanted applications

 Prevention of unwanted software use and sharing of illegal content

 Quick diagnosis of network, services and applications latency

 Detection of wrong configuration of network and network devices

 Control of the outgoing network traffic, protection of the reputation

Did you know that the environment 
for the documentation of incidents, 
infrastructure and knowledge 
sharing needs to offer something 
extra? Part of AdvaICT products 
are methodologies and workflows 
for handling security incidents 
and for security infrastructure 
documentation that are proven in 
practice.

EFFECTIVE 
COLLABORATION

Did you know that thanks to the 
long-term behavior profiling of the 
network devices you can monitor 
trends in the use of your data 
network or effectively optimize 
your network infrastructure? 
Profiling techniques evaluate the 
behavior of network by a series 
of criteria and provide clear and 
understandable outcomes.

TREND MONITORING
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Did you know that up to two thirds 
of the total traffic in your network 
is generated by only a few users? 
Thanks to behavior profiles you 
have a permanent overview of the 
top users and their activities in your 
network. Top statistics also help to 
detect infected devices or users 
of P2P networks.

TOP NETWORK USERS
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Monitoring of data flows in the network

NetFlow is currently the most widely used industrial standard for measuring and 
monitoring computer networks based on data flows. Flow in the NetFlow terminology 
is defined as a sequence of packets with the same quintuple of data: destination/
source IP address, destination/source port and a protocol number. For each flow, 
the time of creation, the length of duration, number of transmitted packets and 
bytes, and other information (connection flags and other fields of headers of transfer 
protocols) is recorded. NetFlow statistics are generated by specialized network 
devices, known as network probes, which export these statistics to the collector 
and/or analytic server, where they are stored, ready for visualization and analysis or 
further processed immediatelly. 

 Specialized hardware

 1 to 6× monitoring port (metallic/optic) 10/100/1000 Mbps

 Collecting data in the format of NetFlow v5/v9

 Throughput 0,5 Mbp/s per port

 Maintenance-free compact 1U device

  Non-invasive installation, you can simply connect to the mirror port or via TAP

 Easy configuration via an intuitive web interface

 Support for IPv4, IPv6, VLAN and MPLS

 Invisible on the L2 and L3 layer

 Power supply 1×350W 

 Dimensions 43×451×508 mm (H×W×D)

 Weight 15 kg

Central storage of network traffic statistics

As storage of NetFlow statistics serves the collector, which is a separate server 
dedicated to collect NetFlow statistics and their long-term storage. For this purpose 
it is equipped with a large storage with RAID technology support.

 Specialized hardware

 Platform for analysis and further evaluation of statistics

 Platform for monitoring the availability and performance of network resources

 Storage capacity of 5-50TB, HW RAID 5

 2× 10/100/1000 Mbps Ethernet port

 Maintenance-free compact 2U device

 Redundant power supply (2× 750W)

 Dimensions 87×451×704 mm (H×W×D)

 Weight from 25 kg

FlowMon collector is a specialized 
storage device capable of receiving 
and storing the NetFlow data for 
long time. The collector is also 
a hardware platform for operation 
of software components that are 
parts of the solution.

FLOWMON COLLECTOR

FlowMon probe is a specialized 
network device equipped with 
monitoring interfaces. This device 
is used to generate NetFlow 
statistics based on traffic in the 
monitored network

FLOWMON PROBE
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Manual analysis of statistics

The monitoring center is a tool for effective analysis of the NetFlow statistics. It has 
an optimized mechanism for storing large amounts of statistical data and subsequent 
processing and is therefore suitable for deployment on collectors, which collect 
data from both small and large number of probes. Captured statistics are intuitively 
displayed using the charts and tables, and in various time periods. The center offers 
the possibility to define advanced filters for the recorded data, through which a trained 
user quickly finds a specific communication or anomalies.  

 Software application accessible via Web browser

 Allows processing of v5/v9 NetFlow data

 Graphs and reports on network traffic

  Provides access to details of the network communication in the range of standard NetFlow v5/v9 
parameters 

Advanced reporting of network traffic statistics

Regular generation of management reports in PDF format. The resulting reports 
contain statistical summaries in the form of tables and graphs. There are advanced 
configuration options for the resulting appearance of reports, included reports and 
automatic distribution via email.

WarningWWAnalysis

Reporter is a specialized application 
used to create and automatically 
distribute management and network 
traffic statistics reports.

REPORTER

Monitoring center is a specialized 
application that enables efficient 
manual analysis of network traffic.

MONITORING CENTER

Advanced IT infrastructure control: better, safer, easier and cheaper
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 Software application accessible via Web browser

 Automatic generation and distribution of predefined management reports in PDF format via e-mail

 Management reports include summaries of the network traffic in the form of graphs and tables

Surveillance on the IT infrastructure operational state

Part of the solution is Zabbix SNMP monitoring system, which monitors the operational 
status of IT infrastructure in real time and complements appropriately collecting of 
data networks traffic statistics.

 Software application accessible via Web browser

 Overview of network events in real time

 Monitoring of operating status of network elements (SNMP)

 Regular summarizing reports

Behavior analysis and anomaly detection

Behavior analysis and anomaly detection is based on MyNetScope® ADS. That is 
a modern system for detection of data network anomalies and undesirable behavior, 
which is based on permanent evaluation of network traffic statistics. The goal of the 
solution is to reveal operational problems and to increase external and internal 
security of a data network. The main advantage over standard IDS systems and 
SNMP monitoring lies in orientation on the overall behavior of devices on a network, 
which enables to respond to yet unknown or specific threats for which the signature 
is not available.

 Software application accessible via Web browser

 Support for NetFlow v5/v9 standard

 Support for IPv4, IPv6

 Implementation of extension of pair flows (RFC 5103 standard)

 Predefined set of rules for detection of undesirable behavior patterns

  Attacks (port scanning, dictionary attacks, Denial of Service, Telnet protocol)

  Anomalies in data traffic (DNS, multicast, non-standard communication)

Zabbix is an IT infrastructure 
operational monitoring system 
based on SNMP technology.

ZABBIX

MyNetScope® ADS is a system 
for automatic processing and 
evaluation of network traffic 
statistics that aims to detect 
attacks, anomalies, incidents 
and undesirable states of a data 
network. The system includes the 
tools for analysis, evaluation and 
escalation of warnings.

MYNETSCOPE® ADS
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  Anomalies in device behavior (change of the long-term behavior profile of a device)

  Unwanted applications (P2P networks, instant messaging, anonymization services)

  Internal security issues (viruses, spyware, botnets)

  Email traffic (outgoing spam)

  Operational problems (delays, excessive load, the reverse DNS records, broken updates)

  Building long-term behavior profiles of devices on the network in terms of services, traffic volume 
and communication partners

  Volumes of data traffic (transmitted data, connection count)

  The structure of services (used and provided services)

  Communication partners

  Searching network servers and clients

  Searching for devices providing or using services in the network

  Overall view of traffic structure

  Detailed profile for each IP address, monitoring trends

  Predefined set of rules for detection of general network anomalies

  Anomalies in device behavior (change of the behavior profile of a device)

  A comprehensive dashboard with immediate indication of problems and top statistics

  Integration of information from DNS, WHOIS and geolocation services

  Interactive visualization of events

   Exploration and evaluation of reported events in form of directed graphs compiled on the basis 
of network traffic that caused the event

   Interactive walkthrough, displaying of relevant neighborhood of the event and drill-down to the 
level of individual data transmissions

   Export of statistics for network traffic, which caused the event, in a form suitable to prove incidents

  Complex filtering options and event prioritization linked to reporting and alerts

  Output of the events via Syslog protocol in CEF format

  Integration of customer-specific data sources

  Implementation of custom detection methods
Did you know that the investigation 
and proving of incidents is a 
demanding process that requires 
an effective tool? Interactive 
visualization significantly reduces 
analytical work and through an 
appropriate mix of colors and sizes 
naturally leads the attention. Quickly 
obtaining statistics about network 
traffic, which caused the incident, 
simplifies its proving.

EXPLORATION 
OF INCIDENTS

IncidentsIncExploration
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Environment for collaboration and documentation

MyNetScope® OTRS is an organizational and administrative center of security 
management. It is an OTRS (Open Ticket Response System) type system that allows 
registration of incidents/tasks and their handling procedures. The system also 
includes an environment for sharing methodologies and documentation of working 
procedures, the possibility of definition of areas to address, the levels of seriousness, 
responsibility and overall workflow.

  Software application accessible via Web browser

 Storage of text/information  in a dokuwiki standard

 Ticket system, automatic e-mailing of changes, RSS feed of changes

 Centralization of the organization‘s security know-how

 Accounting of security incidents and tasks

 Monitoring of security incidents handling progress

 Methodologies and working procedures of security teams

Extended support and supplementary services

MyNetScope® NSM Solution is typically supplied including technical support, security 
consulting and software updates. As additional services we offer professional analysis 
of data network traffic focused both generally and on specific problems and risks.

Technical support and software updates include:

  Telephone and email support 8×5

 Remote assistance and device configuration

 Consultation, 4 hours per month

 All software and devices firmware updates

 New/updated patterns for detection of unwanted behavior

Resume
MyNetScope® NSM Solution is designed to cover all IT infrastructure and security 
surveillance needs of medium and large organizations at minimal cost. From the 
technical and operational point of view it is the most maintenance-free and compact 
solution. From a user perspective it is a cross-platform solution which is available 
through a Web browser.

Part of the solution delivery is always the implementation at the customer to the extent 
necessary for immediate application of solution and use of its benefits in practice. 
Natural part is a training in the range required to deal with device operation. It is also 
possible to order advanced technical support and updates for the solution.

SecuritySeMeasures

MyNetScope® OTRS is a core 
part of security management. It is 
an incident handling system with 
pre-defined workflow and on-line 
document management system 
which support cooperation within 
the security team.

MYNETSCOPE® OTRS
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